Second Regular Session 2011

Agenda item 9 – Internal Audit and Oversight
Joint note of UNDP, UNFPA and UNOPS
Proposal for Remote Viewing of Internal Audit Reports
	Summary:
In its decision 2011/23, the Executive Board requested UNDP, UNFPA and UNOPS to present an information note containing “a proposal for the remote viewing of internal audit reports providing secure access and proper safeguards of the confidentiality of the information disclosed, though, inter alia, secure passwords.”

This note outlines the information technology solutions that are proposed by UNDP, UNFPA and UNOPS to facilitate the remote viewing of internal audit reports while adhering to decisions 2008/37 and 2011/23 as well as the procedures of disclosure stipulated in documents DP/2008/16/Rev.1, DP/FPA/2008/14 and DP/2008/55.



Background
In its decision 2011/23, the Executive Board requested UNDP, UNFPA and UNOPS to present an information note containing “a proposal for the remote viewing of internal audit reports providing secure access and proper safeguards of the confidentiality of the information disclosed, though, inter alia, secure passwords.”

UNDP, UNFPA and UNOPS have considered various options for facilitating the disclosure process, including commercial applications for remote and secure viewing of documents.

Processes
In future, UNDP, UNFPA and UNOPS will post the list of their internal audit reports on the internet (as already done by UNICEF); the list of reports will be updated regularly. This will enhance information on audit reports available and thus facilitate disclosure requests.

Upon receipt of written disclosure requests, UNDP, UNFPA and UNOPS will continue to follow the current process in accordance with decision 2008/37 and 2011/23 as well as the procedures of disclosure stipulated in documents DP/2008/16/Rev.1, DP/FPA/2008/14 and DP/2008/55, exercising the greatest extent of discretion and protecting the legitimate rights of the programme country. 

Thus, after having informed the Executive Board and after completion of the due diligence process, including the involvement of the Executive Board and the Government concerned, if any, UNDP, UNFPA and UNOPS will then offer the requester the choice between viewing the reports on site at the Internal Audit Services’ premises, or remotely through an information technology (IT) based access system.  If the requester chooses remote access, its authorized officials would then be provided with a user name and password for authentication.

Technological Solutions for Remote Viewing

UNDP, UNFPA, UNOPS and UNICEF explored the technical and financial implication of using a common IT platform.  While technically a single IT solution is feasible, it would require a longer time to implement as well as a higher implementation and maintenance costs.  Therefore, in order to maximize access in a short period of time at the lowest possible cost, the proposed technical solutions would fit with the IT environment and infrastructure of the respective organizations, while the processes supported would be similar. 

UNDP plans to use Digitals Rights Management and has identified the use of Microsoft Rights Management Services as the most suitable option in its situation.  The Digital Rights Management application would be installed on UNDP existing Microsoft SharePoint platform.  Eligible and authorized requesters would thus be able to access the audit reports online.  The web site would be equipped with appropriate levels of encryption and access controls in order to protect the confidentiality of the reports.  Access would be strictly controlled through assigned user names and time-limited passwords.  Access would be logged and recorded.

UNFPA and UNOPS are considering a solution that uses technology producing high definition and scalable documents.  Access would be strictly controlled through assigned user names and time-limited passwords.  Access would be logged and recorded.

Both IT solutions will prevent the printing, copying, editing, forwarding and deleting of the audit report disclosed.  While these applications protect the document’s integrity and confidentiality, they cannot prevent a user from making screen prints or digital photographs of a document displayed on the user’s screen.  However, such a residual risk also exists under the current access to physical audit reports that is granted only on-site.  The proposed solutions offer an adequate level of security at reasonable cost and would make the disclosure process easier and more convenient for the requesters.

To illustrate the functioning of the access through the web site, UNDP has prepared a mock-up demonstration; this demonstration will be presented to interested Executive Board members in the informal meeting on Thursday, 1 September 2011, 3:00 p.m., in Conference Room 5 at NLB.
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